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Criteria for Enterprise GRC Software Selection 
Assessing the functionality of Enterprise GRC Software  

April 13,2010 
 
Below provides a description of some of the common functionality found in Enterprise GRC Software, providing a 
list that can be useful for comparing products. 
 

Functionality Description 

Data Relationships and hierarchy Ability to organize data elements such as accounts, processes, risks, 

and controls into the necessary relationships to match your use and 

maintain in an organized hierarchy. 

Assessment Survey-based assessment, for example for the purpose of risk 

assessment or control self-assessment.  Automated data collection 

and reporting of results. 

Risk management/monitoring Risk management involves identification of risks, the assessment of 

inherent risk impact and likelihood, identification of risk responses 

and management techniques, and the ongoing monitoring and re-

evaluation of risk after risk responses have been implemented 

(residual risk).  

Electronic Audit Workpapers Organizing and structuring audit workpapers by audit and folders, 

managing audit steps, tracking audit time, and keeping audit trail of 

persons who executed and reviewed steps. 

Workflow Automated management of the sequence of events for executing 

work progress, tracking status and history of events.  Workflow 

should be customizable in the setup of the system to allow you to 

ƳƛƳƛŎ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ǿƻǊƪ ǎǘŜǇǎΦ  

Document management  

(version control) 

Maintain electronic copies of documents, versions of each document 

change, and facilitating document check out/check in (assignment of 

document to a person and locking out others to provide change 

control). 

Policy management  Document management of policies, notification of policy changes, and 

maintaining their relationship to related controls. 

Controls and Policy Libraries Pre-populated content from best practices developed by the vendor 

or regulatory content for control standards or general policies. 
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Functionality Description 

Test management Create test templates for testing procedures, manage multiple test 

runs or rounds of testing, and monitor status of tests. 

Issue and remediation 

management 

Identify issue details, identify remediation activities, and manage the 

issue and remediation status (generally with workflow). Produce 

detail issue reports and high-level status reports. 

Flexible Reporting Standard reports should be available for common types of reports.  

Customizable query-based reporting should be available to produce 

reports with multiple data items linked by their relationship and their 

data elements. Commonly used queries can be saved as a report. 

Dashboards/Metrics Ability to rollup metrics on status or specific data properties. 

Dashboards generally include graphical display of data in a chart or 

graph as well as table format reporting of metrics.  Metrics should 

allow drill-down to detail data. 

Flexible customization Ability to add data elements for items (controls, risks, processes, etc.) 

of various types (text, numeric, user, reference to other items, picklist 

with valid values, date).  

Role-based security Security allows restrictions based on role: auditor, process owner, 

tester, etc. and access may be restricted by workflow or by item. 

Integrated regulatory/compliance 

content 

Some GRC products contain links or ability to pull in content from 

regulatory databases such as WestLaw and LexisNexis. 

Data standardization Ability to standardize data across departments, locations or 

organizations and maintain consistency of the data regardless of 

where it occurs. 

Automated controls Provides the implementation of automated controls in the form or 

edits and validations, warnings or role-based restrictions on the ability 

to perform functions or change certain data within an ERP application 

or other system. 

Security assessment, design and 

provisioning 

Provides the design of segregation of duties conflicts in security 

access and assessment of security for such conflicts. Analyze new 

access requests for conflicts to warn or prevent conflicts from being 

implemented in new provisions of access.  This is provided in EGRC 

systems that integrate with an ERP or other system. 

Continuous Controls Monitoring Ability to tag certain business exceptions or events for automated 

real-time warning to user, email notifications or periodic reporting to 

management. This requires integration with another system. 
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NON-FUNCTIONAL CONSIDERATIONS: 
 

¶ Scalability 

¶ Method of deployment and connectivity 

¶ Ease of use 

¶ Support 

¶ Vendor background, stability, and reputation 

¶ Product strategy and development 

¶ Importing/Conversion of existing data 

¶ Cost 
 

QUESTIONS FOR STARTING AN EVALUATION: 
 

¶ Who will be using the product and who are the primary stakeholders and their requirements? As 
Enterprise GRC products, these products have the potential to be used by auditors, compliance functions, 
risk management, business management, and IT.  

¶ Have the potential uses been prioritized? 

¶ What are the primary ways that you assess the status of GRC activities? 

¶ Are you selecting a product for processes that have been performed before?  If so, is the process itself 
one that you are happy with, but requires some enablement? What are the good and bad points of the 
process?  If not, have you defined the process and its requirements before selecting a software product? 

¶ Is the current way that you organize GRC data acceptable or lacking?  If it is acceptable, how does the 
product handle your data classification and hierarchy?  If it is lacking, have you designed a data schema 
for which the product must accommodate? 

 

CAUTION 
 
Enterprise GRC software is a relatively new market. Consolidations of software vendors and their products have 

been occurring frequently over the past few years. Many Enterprise GRC products are presented as a suite which 

were formed from the integration of several products into modules of one suite. Beware of cobbled-together 

solutions that have not been proven out.  

Denise Sanders 
 

 

 
 

About Sanders Consulting, LLC 
 
Sanders Consulting, LLC (SC) is a certified public accounting firm focused on business advisory services to middle-
market companies.  SC provides Enterprise Risk Management consulting, internal controls design, software 
selection assistance and GRC software design and implementation.  We bring together project management, 
system implementation and risk management experience to help you execute successful results. 
 
For more information on this article or Sanders Consulting, contact:  
Denise Sanders, dsanders@sandersconsult.com, (713) 447-3623 
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